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3a Kypca (About this Course):

= Advanced three-day course teaches how to build,
modify, deploy and troubleshoot Check Point
Security Systems on the GAiA operating system.
Hands-on lab exercises teach how to debug firewall

processes, optimize VPN performance and upgrade
Management Servers.

Llenn — KakBo we Hayuyute (Course
Goals/Skills):

= Backup your Security Gateway and Management Server
»Build, test and troubleshoot a clustered Security
Gateway

» Upgrade and troubleshoot a Management Server
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= Configure and maintain security acceleration solutions

» Manage, test and optimize corporate VPN tunnels

»Build, test and troublehoot numerous deployment
scenarios

 Apply insider tips troubleshooting Check Point Security
Systems

 Practice advanced upgrading techniques

» Migrate to a clustering security solution

 Create events for compliance reporting

= Manage internal and external access to corporate
resources

KypCcbT e npegHa3Ha4yeH 3a
(Audience):

» Technical professionals who need to deploy and manage
Endpoint Security within their security environment.

dopmaTt Ha Kypca (Course Format):
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E3nk Ha Kypca (Course Language
Option)
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Moxe pa u3bepete e3uMK, Ha KOUTO pga ce nposepe
obyyeHMeTo — OBArapCKuM WU AHTFAMUCKU. BCUYKMTE HM
MHCTPYKTOPU BJlapesT CBOOOAHO aHr/IMUCKU e3MK.

YyebHun Matepumanu (Student Guides):

YyebHUTEe MaTepuanun ca p[OCTbNHU B eNIeKTPOHEH
dopmat. Morat pma ce non3Bat online/offline Ha
BCAKO YyCTponcTBo. HeorpaHumyeH pocTtobn.

JlabopaTtopHa cpepa (Lab
Environment):

(]

Bcekun Kypcuct pasnonara cbc cobcrBeHa nab cpepa,
KbAeTo ce npoBexpaT ynpaXHeHUsATa, 4YacT OT Kypca.
He e Heobxopumo pa MHCTanupate codTyep Ha KOMMHOTHP
WM cneuvanHun U3UCKBaAHUA 3a Xappyep.

YYyacTHUUMTEe B MNPUCBCTBEH ¢opmaT B Y4YeOHUA HM
LeHTbp pa3nonarat C WHOUBUAYAJIeH KOMMNOTLP MO Bpeme
Ha oOyyeHuerTo.
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Cnep 3aBbpuwBaHe nonyyvyaBaTte (At
Course Completion):
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HeopaHuyeB pocTbn OO BuUAeO apXuB CbC 3anucC Ha
BCsKa OTAeJiHa neKuus.

OpumumaneH mMexpyHapopHO npu3HaAT cepTudukat 3a
3aBbplleH Kypc Ha obyuyeHue.

[poobNXUTENHOCT
= 3 paboTHM gHM (09:00 — 17:00)
Unn

=24 y4y.4y. obyyeHue (Teopus U nNpaKkTuKka) B U3BbHpPabOTHO
BpemMe C NpPoAbJIXUTESNIHOCT 2 ceaMuum

= cbboTa U Hepena 10:00 — 14:00, 14:00 — 18:00, 18:00 —
22:00

* NOHefeNnHUK n cpaga 19:00 — 23:00

* BTOPHUK U 4eTBbLPTbLK 19:00 — 23:00

NMnauwaHe
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Moxe pa 3annatuTte ydyactue B Kypca, 4pe3 Check Point Learning
Credits (CLC). CBbpxeTe ce C HacC 3a noseye uHOO.

3asBka 3a W3paBaHe Ha ¢akTypa ce npueMa KbM MOMEHTa Ha
3anuCcBaHeTO Ha CbOTBETHUS KypC.

OakTypa Cce u3gaBa B paMKUTe Ha 7/ [OHM OT NOTBbPXOAaBaHe Ha
nnawaHeTo.

lpepctoaun KypcoBe
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Other Check Point Classes

[tribe events list category="check-point”]
3a nose4ye MHHOpMauuMs u3non3Banmte dopMaTa 3a KOHTAKT.

lle ce cBbpxeM Cc Bac 3a noTBbpxmaBaHe Ha paTuTe.

MpepnoctaBkn (N3ncKkBaHusA) 3a
Yyactue (Prerequisites):

» Security Administration Course or CCSA
certification (R8O Not R77)

 Windows Server, UNIX and networking skills
and TCP/IP experience

Certificate management and system
adminstration
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https://sc1.checkpoint.com/uc/training/PDF/CLC_overview.pdf

KypcbT nogrorBs 3a cnepgHuTte
cepTUPUKaLMOHHU HMBA

-156-315.81 — Check Point Certified
Expert (CCSE) R81.10

= Cnen T03M KYypC MOXe pa ce ceptupuumpaTte B Hawumsa TecCT
LEHTbP C Oe3nnateH Bayu4ep.

Course Objectives:

Identify advanced CLI commands.

Understand system management procedures, including how to
perform system upgrades and apply patches and hotfixes.
Describe the Check Point Firewall infrastructure.

Describe advanced methods of gathering important gateway data
using CPView and CPInfo.

Recognize how Check Point’s flexible API architecture supports
automation and orchestration.

Discuss advanced ClusterXL functions.

Describe VRRP network redundancy advantages.

Undersand how SecureXL acceleration technology is used to
enhance and improve performance.

Understand how CoreXL acceleration technology is used to
enhance and improve performance.

Identify the SmartEvent components that store network activity



logs and identify events.

Discuss the SmartEvent process that determines which network
activities may lead to security issues.

Understand how SmartEvent can assist 1in detecting,
remediating, and preventing security threats.

Discuss the Mobile Access Software Blace and how it secures
communication and data.

Understand Mobile Access deployment options.

Recognize Check Point Remote Access solutions.

Discuss Check Point Capsule components and how they protect
mobile devices and business documents.

Discuss diferent Check Point Solutions for attacks such as
zero-day and Advanced Persistent Threats.

Understand how SandBlast, Threat Emulation, and Threat
Extraction prevent security incidents.

Identify how Check Point Mobile Threat Prevention can help
protect data accessed on company-issued smartphones and
tablets.



