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3a Kypca (About this Course):

» Provide advanced troubleshooting skills to
investigate and resolve more complex issues that
may occur while managing your Check Point Security
environment.

Advanced Troubleshooting

Management Database and Processes
Advanced Kernel Debugging

User Mode Troubleshooting

Advanced Access Control
Understanding Threat Prevention
Advanced VPN Troubleshooting
Acceleration and Performance Tuning
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Llenn — KakBo uwe Hayuiute (Course
Goals/Skills):

» The Check Point Certified Troubleshooting Expert (CCTE)
provides advanced troubleshooting skills to investigate
and resolve more complex issues that may occur while
managing your Check Point security environment.

KypCcbT e npegHa3Ha4yeH 3a
(Audience):

= This course is designed for security experts and Check
Point resellers who desire to obtain the necessary
knowledge required to perform more advanced
troubleshooting skills while managing their security
environments.

dopMaT Ha Kypca

[x]

MpucbctBeH Kypc

[x]
OHnauH (Live)
OTtpanevyeH
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E3MK Ha Kypca: Obnrapckum (aHrnMWCKM € HaluyeH KaTo onuus)

YyebHu Metepuanu: B enekTpoHeH ¢dopmaTt (YuebHuTe MaTepuanu ca
Ha aHrJIMACKKU), BKJIWYEHW B LEHaTa C HeorpaHuyeH AOCTbN.

NlabopaTopHa cpepa: BCEKM KYPCUCT pa3nonara cbCc cobctBeHa nab
cpepa, KbOeTo ce npoBexpaT YNpaXHeHuaTa, 4YacT OT Kypca.

=]
Buoeo Apxus (24/7)

(]
Ceptuopukar 3a
3aBbpleH Kypc

NpoabNXUTENHOCT

= 2 paboTHM gHnM (09:00 — 17:00)

nnun

=16 y4.4. obyuyeHue (Teopus M npakKTukKka) B U3BBHpPAOOTHO
BpemMe C MpPoAbLJAXUTENHOCT 1.5 cegmuum

= cbboTa u Hependa 10:00 — 14:00, 14:00 — 18:00, 18:00 —
22:00

* MOHefeNnHUK n cpaga 19:00 — 23:00

= BTOPHUK M 4eTBbPTbLK 19:00 — 23:00
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NMnawaHe

CID o

CLC

Moxe pa 3annatute y4yactue B Kypca, 4pe3 Check Point Learning
Credits (CLC). CBbpxeTe ce C HacC 3a noseye uHOO.

If you are Check Point Partner you can also get free training
via the Co-op Program. Check your eligibility and request
funds here or For any further questions or additional
assistance, please E-Mail: Coop@checkpoint.com

3asBKka 3a uW3pgaBaHe Ha ¢akTypa ce npueMa KbM MOMEHTa Ha
3aNMCcBaHETO Ha CbOTBETHUS KypC.

OakTypa Cce wn3naBa B pPaMKUTe Ha 7/ OHU OT NOTBbLPXAAaBaHe Ha
niawaHeTo.

lpepctosaumn Kypcose
[tribe events list category="ccte”]
[tribe events list category="check-point”]
3a noseye uMHPopMaums m3nonspanMTe dopMaTa 3a KOHTAKT.

lle ce cBbpxeM Cc Bac 3a noTBbpXxmaBaHe Ha paTuTte.
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NMpepnoctaBkun (MN3uckBaHuA) 3a
Yyactue (Prerequisites):

 Working knowledge of UNIX and/or Windows
operating systems

 Working knowledge of Networking TCP/IP

» CCSE training/certification

 Advanced knowledge of Check Point Security
products

KypcbT noarotBsa 3a ClepHUTe
cepTUPMKauMoOHHU HUBA

- 156-585 — Check Point Certified Troubleshooting Expert
(CCTE)

= Cnen T03M KypC MOXe pa ce ceptupuumpaTte B Hawumsa TecCT
LEHTBP.

Course Objectives:

Understand how to use Check Point diagnostic tools to
determine the status of a network.

[0 Understand how to use network packet analyzers and packet
capturing tools to evaluate network traffic.

[ Become familiar with more advanced Linux system commands.

[] Obtain a deeper knowledge of the Security Management
architecture.



[0 Understand how the Management database is structured and how
objects are represented in the database.

[l Understand key Security Management Server processes and
their debugs.

[0 Understand how GuiDBedit operates.

[] Understand how the kernel handles traffic and how to
troubleshoot issues with chain modules.

[0 Understand how to use the two main procedures for debugging
the Firewall kernel and how they differ.

[l Recognize User mode prcesses and how to interpret their
debugs.

[J Discuss how to enable and use core dumps.

[] Understand the processes and components used for policy
installs and processing packets in Access Control policies.

0 Understand how to troubleshoot and debug issues that may
occur with App Control and URLF.

[0 Understand how to debug HTTPS Inspection-related issues.

[] Understand how to troubleshoot and debug Content Awareness
issues.

0 Understand how IPS works and how to manage performance
issues.

[] Understand how to troubleshoot Anti-Bot and Antivirus.

0 Recognize how to troubleshoot and debug Site-to-Site
VPNrelated issues.

[0 Understand how to troubleshoot and debug Remote Access VPNs.
[] Understand how troubleshoot Mobile Access VPN issues.

[0 Recognize how to use SecureXL features and commands to
enable and disable accelerated traffic.

0 Understand how the server hardware and operating system
affects the performance of Security Gateways.

0 Understand how to evaluate hardware configurations for
optimal performance.



