Cisco 210-260 IINS
Implementing Cisco Network
Security

Cisco CCNA Security

210-260 IINS Implementing Cisco Network
Security 3.0

(]
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=In this course, you will learn about the design,
implementation, and monitoring of a comprehensive
security policy using Cisco IO0S security features and
technologies as examples. You will also learn about
security controls of Cisco IOS devices as well as a
functional introduction to the Cisco Adaptive Security
Appliance (ASA). This course enables you to perform
basic tasks to secure a network using Cisco IOS security
features, which are available through web-based GUIs on
the Cisco ASA, and the command-line interface (CLI) on
Cisco routers and switches.Site-to-site virtual private
network (VPN) configuration is covered on both the Cisco
I0S and the Cisco ASA. Modern malware examples are
included in this course as are cryptographic techniques
using stronger hashing and encryption algorithms.
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Current versions of Cisco IO0S, Cisco ASA, and Cisco
AnyConnect are featured.

Llenn — KakBo Wwe HayuuTe

= Common network security concepts

= Secure routing and switching infrastructure

Deploy basic authentication, authorization, and
accounting services

» Deploy basic firewalling services

» Deploy basic site-to-site and remote access VPN services

= Advanced security services such as intrusion protection,
content security and identity management

» Develop a comprehensive network security policy to
counter threats against information security

» Configure routers with Cisco IOS software security
features, including management and reporting functions

» Bootstrap the Cisco ASA Firewall for use in a production
network

» Configure the Cisco ASA Firewall for remote access to a
Secure Sockets Layer (SSL) VPN

» Configure a (Cisco IOS zone-based firewall (ZBF) to
perform basic security operations on a network

» Configure site-to-site VPNs using Cisco IO0S features

= Configure security features on I0S switches to mitigate
various Layer 2 and Layer 3 attacks

 How a network can be compromised using freely available
tools

 Implement line passwords, and enable passwords and
secrets

= Examine authentication, authorization, and accounting
(AAA) concepts and features using the local database as
well as Cisco Secure ACS 5.2

» Configure packet filtering on the perimeter router



KypCcbT e npegHa3Ha4yeH 3a

= Network designers
 Network, systems, and security engineers
= Network and security managers

dopMaT Ha Kypca
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MpucbvcTBeH Kypc
=]
OHNnawuH (Live)
OtTpaneyed

E3MK Ha Kypca: Obnrapcku (aHrnMWCKM € HaluyeH KaTo onuus)

YyebHu Metepmanu: B enekKTpoHeH ¢opmaTt (YuebHMTe MaTepuanu ca
Ha a@HrNMACKK), BKJIYEHM B LEHaTa C HeorpaHuM4yeH OOCTbM.

NlabopaTopHa cpepa: BCeEKM KypCWUCT pa3noflara cbC cobctBeHa nab
cpena, KbOeTo ce npoBexpaaT yrnpaxHeHusaTa, 4YacT OT Kypca.
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lpoAbLNXUTENHOCT

=5 paboTHM OHM (NoHepenHuK — neTbk 09:00 — 17:00)

nnu

=40 y4y.4. obyyeHue (Teopus U nNpaKTuKka) B U3BbHPabOOTHO
BpemMe C NPOABLJXUTENHOCT 1 cemgmuuu

» cbboTa u Hepena 10:00 — 14:00, 14:00 — 18:00, 18:00 -
22:00

* MOHeOenHuK u cpapa 19:00 — 23:00

* BTOPHUK M 4eTBbpPTbK 19:00 — 23:00

NnawaHe
(]

3asBka 3a M3QaBaHe Ha ¢akTypa Cce npuMeMa KbM MOMEHTa Ha
3anMcBaHeTO Ha CbOTBETHUA KypC.

OakTypa Cce u3paBa B paMKWTe Ha 7/ OHW OT NOTBbpPpXOaBaHe Ha
niawaHeTo.

lpenctosum Kypcose
[tribe events list category="cisco-ccnasec”]
3a nosevye uHPopMauusa u3nonspanTe dopMaTa 3a KOHTAKT.

lle ce cBbpxeM C Bac 3a noTBbpXOgaBaHe Ha OaTuTe.
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lMpepnoctaBkun (MN3nckBaHuA) 3a
YyacTtue

= YMEHUA U eKBMBAJIEeHTHM NO3HaHUA Ha Te3Mu, HaJIM4HU B
CBbp3BaHe Ha Cucko MpexoBu ycTpouctBa 4act 1
(ICND1)PaboTHM no3HaHMA Ha onepauuoHHaTa cucTeMma
WindowsPaboTHu no3Hauusa Ha Cisco IOS

KypcbT noarorBs 3a cnepgHuTte
cepTUuPUKauMOHHU HMUBA

 CCNA Security 210-260



