CompTIA PenTest+ PT0-002
(Updated 2021)

CompTIA PenTest+

CompTIA PenTest+ Exam:
PT0-002 (Updated 2021)

3a Kypca

= This CompTIA® PenTest+ course will prepare you to pass
the new CompTIA PenTest+ PT0-002 certification exam. It
will also introduce you to the general concepts and
methodologies related to penetration testing. Reinforce
these concepts as you work your way through a simulated
pen test for a fictitious company.

» Global cybercrime costs are expected to grow 15% over
the next five years. Now more than ever, it 1is
imperative that organizations prevent sensitive data
from falling into the wrong hands. Updates to PenTest+
reflect newer pen testing techniques for the latest
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attack surfaces, including the <cloud, hybrid
environments, and web applications, as well as more
ethical hacking concepts, vulnerability scanning and
code analysis.

Lenun — KakBo wWe Hayuyute :

= Plan and scope penetration tests

= Conduct passive reconnaissance

= Perform non-technical tests to gather information
» Conduct active reconnaissance

= Analyze vulnerabilities

 Penetrate networks

» Exploit host-based vulnerabilities

= Test applications

= Complete post-exploit tasks

dopmaT Ha Kypca:
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E3MK Ha Kypca:
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Moxe pa u3bepetre E3MK Ha KOWTO pa ce nposepe
obyyeHMeTo — OBArapCKuM WU AHTAIMUCKU. BCUYKMTE HM
MHCTPYKTOPU BNapeaT CBOOOOHO aHrNMUCKU e3MK.



YyebHu MaTtepuanmu:

YyebHUTEe MaTepuanun ca p[OCTbNHU B eNIeKTPOHEH
dopmat. Morat pma ce non3Bat online/offline Ha
BCAKO YCTPOMCTBO. [loOXMBOTEH HOCTHI.

JlabopaTtopHa cpepa :
=]

Bcekn KypcucTt pasnonara cbC cobcrBeHa na® cpepa,
KbAeToO Cce MnpoBexpaT YNnpaXHeHuATa, 4YacT OT Kypca.
He e Heobxopgumo pa uHCTanupate copTyep Ha KOMNOTHLP
WNKU cneuMasHu U3UCKBaAHUA 3a Xxappyep.

Y4YyacTHUUMTE B NpPUCHBCTBEH ¢opmaT B Y4eOHUA HHM
LeHTBbP pa3nojlarat C UHAUBUAYaAJieH KOMNWOTBLP NO Bpeme
Ha oby4yeHuero.

Cnep 3aBbpuiBaHe noJjiyyaBaTe:
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IoOXxuBOTEeH pOCTbHN OO0 BUAOEO dpXuB C 3aNUC Ha BCsdKa
oTaeJiHa JNneKuus.

OpumumaneH mMexpgyHapopgHO npuU3HaAT cepTtudukat 3a
3aBbplleH Kypc Ha obyuyeHue.

[poobNXUTENHOCT :

5 paboTHM gHM (NoHepenHumk — neTtbk 09:00 — 17:00)

nnun

=40 y4y.4. oby4yeHue (Teopus M npakKTukKka) B U3BBHpPAOOTHO
BpemMe C NPOAbLJXUTENIHOCT 1 cegmuuu

» cbboTa u Hependa 10:00 — 14:00, 14:00 — 18:00, 18:00 —
22:00

* MOHef#enHUK n cpapga 19:00 — 23:00

= BTOPHUK U 4eTBbPTbK 19:00 — 23:00

NMnawaHe
[x]

3asBKa 3a uW3QaBaHe Ha ¢akKTypa Cce nNpuMeMa KbM MOMEHTa Ha
3aNUCBAHETO Ha CbOTBETHUA KypcC.

OakTypa Cce u3paBa B paMKWTe Ha 7/ OHW OT NOTBbpXOaBaHe Ha
niawaHeTo.
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lpepctosaum Kypcose
[tribe events list category="comptia”]
3a noBevye MHPoOpMauMs M3non3BanmTe ¢opMaTa 3a KOHTAKT.

lle ce cBbpxeM Cc Bac 3a noTBbpXxmaBaHe Ha paTuTe.

lMpepnoctaBkun (MN3nckBaHuA) 3a
YyacTtue:

» To ensure your success in this course, you
should have:

» Intermediate knowledge of information
security concepts, including but not
limited to identity and access
management (IAM), cryptographic
concepts and implementations, computer

networking concepts and
implementations, and common security
technologies.

 Practical experience 1in securing
various computing environments,
including small to medium businesses,

as well as enterprise environments.
Individuals seeking the CompTIA PenTest+
certification should also have three to four
years of hands-on experience performing
penetration tests, vulnerability



assessments, and vulnerability management.

KypcbT nogrores 3a clnegHuTte
cepTUPMKauMoOHHU HUBA

= CompTIA PenTest+ PT0O-002 (3asdBeTe pgBa Bay4yepa c 20%

OTCTbNKA OT u3nuTa)
= Moxe pa ce cepTupuuMpaTe B HawMa TECT LEHTHLP.
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