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CompTIA PenTest+

CompTIA PenTest+ Exam:
PTO0-001

3a Kypca

» This CompTIA® PenTest+ course will prepare you to pass
the new CompTIA PenTest+ PTO-001 certification exam. It
will also introduce you to the general concepts and
methodologies related to penetration testing. Reinforce
these concepts as you work your way through a simulated
pen test for a fictitious company.
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Goals):

= Plan and scope penetration tests

= Conduct passive reconnaissance

= Perform non-technical tests to gather information
= Conduct active reconnaissance

= Analyze vulnerabilities

= Penetrate networks

» Exploit host-based vulnerabilities

» Test applications

= Complete post-exploit tasks

KypCcbT e npegHa3Ha4yeH 3a
(Audience):

» This course is designed for students who are

preparing to take the CompTIA Cloud+ certification
exam CVO-002, or who plan to use Cloud+ as the
foundation for more advanced cloud certifications
or career roles. The course is also designed for
IT professionals who wish to develop cloud
computing skills to enable them to move IT
workloads to the cloud and integrate products and
services from different providers and industries.
Their focus is to ensure that cloud deployments
are secure, that automation and orchestration are
used effectively to bring business value from the
cloud, and that costs are controlled through
effective management of cloud vendors.




dopmaT Ha Kypca (Course Format):

(%]
OHNauH (Live)
OTpaneyex

[x]
NMpucbvctBeH Kypc

MpucvcrBen Kypc (Classroom Training) -
MpoBexpa ce B y4yebeH ueHTBP Ha IT-
Training.pro

B O¢uc Ha KnuneHtr (Onsite Training) -
ObyyaBaute ce Ha paboTHOTO CcuM MACTO cnep
3anuTtBaHe U odepTa.

OHnanH (Online/Live/Virtual) OTtpaney4yeH
Kypc — 06yyeHueto ce npoBexpa u4pes
TeneKkoHpepeHTHA Bpb3Ka W BUPTYyaJsIHA KhacHa
CTaa B peasiHo Bpeme ¢ UHCTpPYKTOp.

E3MK Ha Kypca: Obnrapcku (aHrnMACKM € HaluyeH KaTo onuus)

YyebHu Metepmanu: B enekKTpoHeH ¢opmaTt (YuebHMTe MaTepuanu ca
Ha a@HrNMACKK), BKJIYEHM B LEHaTa C HeorpaHuM4yeH OOCTbM.

JlabopaTopHa cpepa: BCEeKM KypcUCT pa3nofsiara cbCc cobcTtBeHa nab
cpena, KbOeTO Ce npoBexpgaT yMNpaXHeHWsiTa, 4YacT OT Kypca.

[(x]
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Bupeo ApxuB (24/7)
B

CeptudukaTt 3a 3aBbpuweH Kypc

[poobNXUTENHOCT
=5 paboTHM OHM (NoHepenHuK — neTbk 09:00 — 17:00)
nnu
=40 y4y.4. obyyeHue (Teopus M nNpaKkTuka) B U3BbLHPaAOOTHO
BpeMe C NPOAbJIXMTENIHOCT 1 ceaMuum
» cbboTa u Hependa 10:00 — 14:00, 14:00 — 18:00, 18:00 —
22:00
* NOHefJenHWK n cpaga 19:00 — 23:00
* BTOPHUK M 4eTBbpPTbK 19:00 — 23:00
lnawaHe
(]

3asBka 3a uW3pQaBaHe Ha ¢akTypa ce npuMeMa KbM MOMEHTa Ha
3aNMCcBaHeTO Ha CbOTBETHUS KypcC.

OakTypa Cce u3gaBa B paMKUTe Ha 7/ [OHM OT NOTBbpPXOAaBaHe Ha
nnawaHeTo.
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lpenctosaum Kypcose
[tribe events list category="comptia”]
3a nosevye uHpopMauusa u3nonspanTe dopMaTa 3a KOHTAKT.

lle ce cBbpxeM Cc Bac 3a noTBbpXxmaBaHe Ha paTuTte.

MMpepnoctaBkn (N3ncKkBaHusa) 3a
Yyactue (Prerequisites):

» To ensure your success in this course, you
should have:

» Intermediate knowledge of information
security concepts, including but not
limited to identity and access
management (IAM), cryptographic
concepts and implementations, computer

networking concepts and
implementations, and common security
technologies.

 Practical experience 1in securing
various computing environments,
including small to medium businesses,

as well as enterprise environments.
Individuals seeking the CompTIA PenTest+
certification should also have three to four
years of hands-on experience performing
penetration tests, vulnerability

assessments, and vulnerability management.



KypcbT noarotBsa 3a ClepHUTe
cepTUuPMKauMoHHU HuBaA

= CompTIA PenTest+ PT0-001 (3asBeTe pnBa Bayyepa c 20%

OTCTbMNKA 0T uM3nuTa)
 Moxe pa ce cepTudpumumpatTe B HaWwMa TeCT LEHTHLP.
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