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3a Kypca (About this Course):

=This course will teach you the fundamental
principles of installing and configuring
cybersecurity controls and participating 1in
incident response and risk mitigation. It will
prepare you to take the CompTIA Security+ SY0-501
exam by providing 100% coverage of the objectives
and content examples listed on the syllabus. Study
of the course can also help to build the
prerequisites to study more advanced IT security
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qualifications, such as CompTIA Cybersecurity
Analyst (CSA)+, CompTIA Advanced Security
Practitioner (CASP), and ISC’s CISSP (Certified
Information Systems Security Professional). On
course completion, you will be able to:

» Identify strategies developed by cyber
adversaries to attack networks and hosts and
the countermeasures deployed to defend them.

 Understand the principles of organizational
security and the elements of effective
security policies.

Know the technologies and uses of
cryptographic standards and products.

 Install and configure network- and host-
based security technologies.

 Describe how wireless and remote access
security is enforced.

 Describe the standards and products used to
enforce security on web and communications
technologies.

 Identify strategies for ensuring business
continuity, fault tolerance, and disaster
recovery.

Summarize application and coding
vulnerabilities and identify development and
deployment methods designed to mitigate
them.

Llenn — KakBo we HayuyuTte (Course

Goals/Skills):

= Identify the fundamental concepts of computer security
» Identify security threats and vulnerabilities



» Manage data, application, and host security

 Implement network security

» Identify and implement access control and account
management security measures

= Manage certificates

= Identify and implement compliance and operational
security measures

= Manage risk

= Troubleshoot and manage security incidents

= Plan for business continuity and disaster recovery

KypcbT e npegHa3Ha4yeH 3a
(Audience):
» Network Administrators, Security Engineers, Support

Analysts, Security Administrator, Security Consultant,
IT Managers

dopMaT Ha Kypca

[x]
MpucbctBeH Kypc

[x]
OHNnauH (Live)
Otpaneyex
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E3uk Ha Kypca (Course Language
Option)

B

bvnrapckwu
(Bulgarian)

=]

AHTNUUCKMU
(English)

Moxe pa wu3bepete E3uMK Ha KOWTO fa ce npoBene oby4dyeHneto —
ObNrapcku WAM AHTNUUCKU. BCUYKUTE HU UHCTPYKTOpPWM BRapeart
cB0OOOHO QAHINUUCKU e3UK.

YyebHu MeTtepuanu: B enekTpoHeH ¢dopmaTt (YuebHuTe MaTepuanu ca
Ha aHrJIMACKW), BKJIWYEHW B LEHaTa C HeorpaHuyeH AOCTbN.

NlabopaTopHa cpepa: BCEKM KYPCUCT pa3nonara cbCc cobctBeHa nab
cpepa, KbOeTo ce npoBexpaT YMNpaXHeHuaTa, 4YacT OT Kypca.

=]
Buoeo Apxus (24/7)

(]
Ceptudpukar 3a
3aBbpleH Kypc
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MpopbnxutenHoct (Course Duration):
[x]

=5 paboTHM gHn (09:00 — 17:00)

nnun

=40 y4y.4. obyuyeHue (Teopus M npakKTuKa) B U3BBHpPAOOTHO
BpemMe C MPOAbLJXUTENIHOCT 4 ceaMuuu

= cbboTa u Hepena 10:00 — 14:00, 14:00 — 18:00, 18:00 —
22:00

* MOHef#eNnHUK n cpaga 19:00 — 23:00

= BTOPHUK M 4eTBbPTbLK 19:00 — 23:00

NMnawaHe
[x]

3afBKa 3a u3naBaHe Ha ¢akTypa ce npueMa KbM MOMEHTA Ha
3aMMcBaHeTo Ha CbOTBETHUA KypcC.

OakTypa Cce u3paBa B paMKWTe Ha 7/ OHW OT NOTBbpXOaBaHe Ha
niawaHeTo.

Mpepctosauwm KypcoBe (Next Class):
El
[tribe events list category="comptia”]

He BuxpaTe npencrtodun CbObMTMA WMAKM ncKaTe Oa BMU npenaoxuMm
AOMbJ/IHNTENTHN BB3MOXHOCTU 3a nposemuaHe?
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Muwete HWM B 4YaT UNM u3nonspante dopMaTa 3a KOHTAKT.

lle ce cBbpxeM Cc Bac 3a noTBbpxmaBaHe Ha paTuTe.

MpepnoctaBkn (N3ncKkBaHusa) 3a
Yyactue (Prerequisites):

 Networking and administrative skills in Windows-based
TCP/IP networks and familiarity with other operating
systems, such as 0S X, Unix, or Linux.

KypcbT noarotBsa 3a ClnepHUTe
cepTUPMKauMoOHHU HUBA

.CompTIA Security+ SY0-601 (2020)

- Moxe pa ce cepTuduuMpaTe B HaWwUd TeCT LEHTbP C Bayyep C

OTCTbMNKa OT LEHAaTa Ha WU3MNWUT.
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