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EC-Council’s Certified Cloud Security Engineer (C|CSE) course
is curated by cloud security professionals in association with
renowned subject matter experts to deliver a mix of vendor-
neutral and vendor-specific cloud security concepts. The
vendor-neutral concepts focus on cloud security practices,
technologies, frameworks, and principles. In contrast, the
vendor-specific materials deliver the practical skills that
are needed to configure specific platforms, such as Amazon Web
Services (AWS), Azure, and Google Cloud Platform (GCP). This
offers candidates a well-balanced mix of theoretical and
practical skills. In addition, advanced topics also cover
modules on securing the cloud infrastructure by implementing
regulations and standards to maintain security. EC-Council’s
cloud security course is mapped to the real-time job roles and
responsibilities of cloud security professionals and is ideal
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Goals):

Plan, implement, and execute
cloud platform security for
an organization.

Evaluate and mitigate security
risks, threats, and
vulnerabilities in a cloud
platform.

Securely access cloud
resources through identity
and access management (IAM).

Integrate best practices to
secure cloud infrastructure
components (network, storage
and virtualization, and
management) .

Evaluate and control
organizational cloud network
architecture by integrating

various security controls
the service provider offers.

Secure organizational cloud
applications by understanding
the secure software development
lifecycle of cloud applications
and by implementing additional
security controls to enhance
the security of hosted cloud
applications.

Evaluate cloud storage
techniques and threats on
data stored in the cloud and
understand how to protect

cloud data from attacks.

Design and implement a GRC
framework, a cloud incident
response plan, and a business
continuity plan for cloud
services.




Implement and manage cloud
security on various cloud
platforms, such as AWS,
Azure, and GCP.

Utilize the security services
and tools provided in Azure,
AWS, and GCP to secure the
organizational cloud
environment.

Understand the shared
responsibility model of the
service provider.

Understand the legal
implications associated with
cloud computing to protect
organizations.

Evaluate various cloud
security standards,
compliance programs, and
features offered by AWS,
Azure, and GCP, and perform
cloud computing security
audits.

Implement operational controls
and standards to build,
operate, manage, and maintain
the cloud infrastructure.

Implement various threat
detection and response
services provided by Azure,
AWS, and GCP to identify
threats to an organization’s
cloud services.

Understand and implement
security for private, multi-
tenant, and hybrid cloud
environments.
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Moxe pa u3bepetre E3MK Ha KOUWTO pma ce nposepe

oby4yeHMeTo — OBArapCKuM UIU AHTIMUCKU. BCUYKMTE HM
MHCTPYKTOpPU BnapesaT CBOOOAHO AHrIMUCKKU e3uK.

YyebHn Matepumanu (Student Guides):

YyebHuTe MaTtepumanu ca [OCTBMNHU B eNeKTPOHeH
dopmatr. Morat pma ce non3Bat online/offline Ha
BCAKO YCTpPOMCTBO. JloXMBOTEH AOCTbHN.

JlabopaTtopHa cpepa (Lab
Environment):
=]

Bcekn KypcucTt pasnonara cbc cobctBeHa nabd cpepa,
KbAEeTO ce MNpoBexpaT ynpaxXHeHUsATa, 4YacT OT Kypca.
He e HeoOxogumo pa MHCTanupaTe copTyep Ha KOMMOTBP
WIM cneunanHu W3UCKBaHUA 3a Xappyep.

Y4YyacTHUUMTE B NpPUCHBCTBEH ¢opmaT B Y4eOHUA HM
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LeHTbP pa3nojiarat C WHOMBMUAYyaAJieH KOMNWTLP NO Bpeme
Ha oby4yeHuero.

Cnep 3aBbpwBaHe nony4dyaBaTte (At
Course Completion):
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IoOXxMBOTEeH pOCTHN OO0 BUAEO dpPpXUB C 3a4dlUUC Ha BCsKa
oTaeJiHa JNeKuus.

OpumumaneH mMexpyHapopgHO npuU3HaAT cepTudukat 3a
3aBbplleH Kypc Ha obyuyeHue.

MpopbnxutenHoct (Course Duration):
(]

5 paboTHM gHM (NoHepenHunk — neTtbk 09:00 — 17:00)

nnun

=40 y4y.4. obyuyeHue (Teopus M npakKTuKka) B U3BBHpPAOOTHO
BpemMe C MPOAbLJXUTENIHOCT 1 cegMuuu

= cbboTa u Hependa 10:00 — 14:00, 14:00 — 18:00, 18:00 —
22:00

* MOHefeNnHUK n cpapga 19:00 — 23:00

= BTOPHUK M 4eTBbPTbLK 19:00 — 23:00
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3asBKka 3a W3pQaBaHe Ha ¢akKTypa ce npuMeMa KbM MOMEHTa Ha
3anNMCcBaHeTO Ha CbOTBETHUA KypC.

OakTypa Cce wn3naBa B pPaMKUTe Ha 7/ OHU OT NOTBbPXAAaBaHe Ha
niawaHeTo.

lpepctosaum Kypcose
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3a nose4ye uHbopMauuMs u3nonspanmte dopMaTa 3a KOHTAKT.

lle ce cBbpxeM Cc Bac 3a noTBbpXxmaBaHe Ha paTuTe.
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