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This latest iteration of EC-Council’s Certified Incident
Handler (E|CIH) program has been designed and developed in
collaboration with cybersecurity and incident handling and
response practitioners across the globe.

It is a comprehensive specialist-level program that imparts
knowledge and skills that organizations need to effectively
handle post breach consequences by reducing the impact of the
incident, from both a financial and a reputational
perspective.

Following a rigorous development which included a careful Job
Task Analysis (JTA) related to incident handling and incident
first responder jobs, EC-Council developed a highly
interactive, comprehensive, standards-based, intensive 3-day
training program and certification that provides a structured
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approach to learning real-world incident handling and response
requirements.

Llenn — KakBo we Hayuiute (Course
Goals):

 Understand the key issues plaguing the information
security world

Learn to combat different types of cybersecurity
threats, attack vectors, threat actors and their motives

 Learn the fundamentals of incident management including
the signs and costs of an incident

 Understand the fundamentals of vulnerability management,
threat assessment, risk management, and incident
response automation and orchestration

Master all incident handling and response best
practices, standards, cybersecurity frameworks, laws,
acts, and regulations

» Decode the various steps involved in planning an
incident handling and response program

» Gain an understanding of the fundamentals of computer
forensics and forensic readiness

= Comprehend the importance of the first response
procedure 1including evidence collection, packaging,
transportation, storing, data acquisition, volatile and
static evidence collection, and evidence analysis

 Understand anti-forensics techniques used by attackers
to find cybersecurity incident cover-ups

 Apply the right techniques to different types of
cybersecurity incidents in a systematic manner including
malware incidents, email security incidents, network
security incidents, web application security incidents,
cloud security incidents, and insider threat-related
incidents



dopmaTt Ha kKypca (Course Format):
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E3uk Ha Kypca (Course Language
Option)
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Moxe pa u3bepete E3MK Ha KOWTO pfa ce nposepe
obyyeHneto — OBbArapCKu UAM aHrNUUCKU. BCUYKUTE HU
MHCTPYKTOPU BnapesaT CBOOOAHO AHrIMUCKMU e3UuK.

YyebHun Matepumanu (Student Guides):

YyebHuTe MaTepumanu ca [OCTBMNHU B eNeKTPOHeH
dopmat. Morat pma ce non3Bat online/offline Ha
BCAKO YCTpoOMcTBO. JloXMBOTEH AOCTHN.
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JlabopatopHa cpepa (Lab
Environment):
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Bcekn KypcucTt pasnonara cbC cobcrBeHa na® cpepa,
KbAeTo ce npoBexpaT YNpaXHeHuATa, YacT OT Kypca.
He e Heobxopgumo pa uHCTanupate copTyep Ha KOMNOTHLP
WU cneuManHu U3UCKBAHUA 3a Xxappyep.

YYyacTHUUMTE B NpPUCBCTBEH ¢opmaT B Y4eOHUA HM
LeHTBbP pa3nojlarat C UHAMBUAYaAJieH KOMNWOTBLP NO Bpeme
Ha oby4yeHuero.

Cnep 3aBbpuwBaHe nonyyaBaTte (At
Course Completion):
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IOXMBOTEH pOCTbLN OO BUOEO apXuB C 3anNuCc Ha BCsKa
oTAeJiHa JNeKuus.

OpumumaneH mMexpyHapopgHO npuU3HaAT cepTudukat 3a
3aBbpeH Kypc Ha obyuvyeHue.

MpopbnxutenHoct (Course Duration):
g

= 3 paboTHM OHM (NoHepenHuUK — neTbk 09:00 — 17:00)
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=32 yy.4. obyyeHue (Teopus MU nNpaKTukKka) B U3BbHPaAOOTHO
Bpeme C Npoab/XUTENHOCT 1 cegmuum

» cbboTa M Hepens 10:00 — 14:00, 14:00 — 18:00, 18:00 —
22:00

* MOHep#enHWK n cpapga 19:00 — 23:00

* BTOPHUK M 4eTBbPTbK 19:00 — 23:00

NMnawaHe
(]

3asBKka 3a W3QaBaHe Ha ¢akTypa ce npuMeMa KbM MOMEHTa Ha
3anNMcBaHeTO Ha CbOTBETHUA KypC.

OakTypa Ce wn3naBa B pPaMKUTe Ha 7/ OHU OT NOTBbPXAAaBaHe Ha
njawaHeTo.

lpepctosum Kypcose

[tribe events list category="ceh”]
3a nose4ye uHbopMauuMs u3nonspanmte dopMaTa 3a KOHTAKT.

lle ce cBbpxeM C Bac 3a noTBbpXOgaBaHe Ha OaTuTe.
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