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Learn the skills that matter! EC-Council’s vendor-neutral
network security certifications provide an unbiased approach
to learning secure networking practices, as well as how to
analyze and harden computing systems prevalent in the current
IT infrastructure.

CND v2 has earned a reputation as the only program in the
market that is 100% focused on network security and defense.

IT professionals need to be part of the cybersecurity
ecosystem, especially in a post-COVID Digital Transformation
era. If you think cybersecurity is the responsibility of cyber
teams alone, think again!

Certified Network Defender v2 has been designed by industry
experts to help IT Professionals play an active role in
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the Protection of digital business assets
and Detection and Response to Cyber Threats, while leveraging
Threat Intelligence to Predict them before they happen. CND is
a network security course designed to help organizations
create and deploy the most comprehensive network defense
system.

Lenun — KakBo uwe Hayuute (Course
Goals):

What You Will Learn ?

Module 01: Network Attacks and Defense Strategies

Module 02: Administrative Network Security

Module 03: Technical Network Security

Module 04: Network Perimeter Security

Module 05: Endpoint Security-Windows Systems

Module 06: Endpoint Security-Linux Systems

Module 07: Endpoint Security- Mobile Devices

Module 08: Endpoint Security-IoT Devices

Module 09: Administrative Application Security

Module 10: Data Security

Module 11: Enterprise Virtual Network Security

Module 12: Enterprise Cloud Network Security

Module 13: Enterprise Wireless Network Security

Module 14: Network Traffic Monitoring and Analysis

Module 15: Network Logs Monitoring and Analysis

Module 16: Incident Response and Forensic Investigation

Module 17: Business Continuity and Disaster Recovery




Module 18: Risk Anticipation with Risk Management

Module 19: Threat Assessment with Attack Surface Analysis

Module 20: Threat Prediction with Cyber Threat Intelligence

dopmaTt Ha Kypca (Course Format):
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E3nk Ha Kypca (Course Language
Option)
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Moxe pa u3bepete E3MK Ha KOUTO pa ce npoBepe
obyyeHneto — OBbArapCKu MAM aHrNIMUCKU. BCUYKUTE HU
MHCTPYKTOPU BllapesT CBOOOAHO aHrNMIMUCKU e3MK.

Y4yebHu Matepuanun (Student Guides):

YyebHUTEe MaTepuanun ca p[OCTbNHU B eNIeKTPOHEH
dopmat. Morat pma ce non3Bat online/offline Ha
BCAKO YCTPOMCTBO. [loOXMBOTEH HOCTbHI.
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JlabopaTtopHa cpepa (Lab
Environment):

]

Bceku KypcucTt pasnonara cbC cobcrBeHa na® cpepa,
KbAeTO Ce MnpoBexpaT YnpaXHeHuATa, 4YacT OT Kypca.
He e Heobxopumo pa uHCTanupate copTyep Ha KOMNOTHP
WM cneuManiHu U3UCKBAHUA 3a Xxappyep.

Y4yacTHUUUTE B NPUCHBCTBEH ¢opmaTt B Y4yeOHuUA HuU
LeHTBbP pa3nojlaraT C UHAMBUAYaAJieH KOMNWOTBLP NO Bpeme
Ha oby4yeHuero.

Cnep 3aBbpwBaHe nony4dyaBaTte (At
Course Completion):
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lIoXxuBOTEeH pOCTbN OO0 BUAeo dpPpXUB C 3adlUC Ha BCHKa
OoTAeJIHa JNeKuus.

OpumumaneH mMexpyHapogHoO npu3HaT cepTtudukat 3a
3aBbplleH Kypc Ha obyuyeHue.

MpopbnxutenHoct (Course Duration):
(]
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=5 paboTHM OHM (NoHepenHuK — neTbk 09:00 — 17:00)

nnu

=40 y4y.4. obyyeHue (Teopus U nNpaKTuKka) B U3BbHpPabOTHO
BpemMe C MNpPOAbLJXUTENIHOCT 1 cegmuuu

» cbboTa u Hepena 10:00 — 14:00, 14:00 — 18:00, 18:00 —
22:00

= NOHeOenHWK u cpdapa 19:00 — 23:00

* BTOPHUK M 4eTBbPTbK 19:00 — 23:00

NMnauwaHe
B

3asaBKka 3a uM3QaBaHe Ha ¢akKTypa Ce npuMeMa KbM MOMEHTa Ha
3aNnUCBAHETO Ha CbOTBETHUA KypcC.

maKTypa ceé n3pgasa B pPaMKUTE Ha 7 OHWU OT NOTBbPXOaBaAaHE Ha
nnalaHeTo.

lpepctoaun KypcoBe
[tribe events list category="ceh”]
3a nose4ye uHbopMauums u3nonspanmTte dopMaTa 3a KOHTAKT.

lle ce cBbpxeM Cc Bac 3a noTBbpXxpaBaHe Ha paTuTte.
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