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EC-Council’s Certified Penetration Tester (CPENT) program
teaches you how to perform an effective penetration test in an
enterprise network environment that must be attacked,
exploited, evaded, and defended. If you have only been working
in flat networks, CPENT’s live practice range will teach you
to take your skills to the next level by teaching you how to
pen test IoT systems, OT systems, how to write your own
exploits, build your own tools, conduct advanced binaries
exploitation, double pivot to access hidden networks, and also
customize scripts/exploits to get into the innermost segments
of the network.
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Llenn — KakBo uwe Hayuiute (Course
Goals):

What You Will Learn ?

Module 01: Introduction to Penetration Testing

Module 02: Penetration Testing Scoping and Engagement

Module 03: Open Source Intelligence (OSINT)

Module 04: Social Engineering Penetration Testing

Module 05: Network Penetration Testing — External

Module 06: Network Penetration Testing— Internal

Module 07: Network Penetration Testing — Perimeter Devices

Module 08: Web Application Penetration Testing

Module 09: Wireless Penetration Testing

Module 10: IoT Penetration Testing

Module 11: OT/SCADA Penetration Testing

Module 12: Cloud Penetration Testing

Module 13: Binary Analysis and Exploitation

Module 14: Report Writing and Post Testing Actions

dopmaTt Ha Kypca (Course Format):
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E3nk Ha Kypca (Course Language
Option)
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Moxe pa u3bepete E3MK Ha KOUTO pa ce npoBepe

obyyeHneto — ObArapCckum UAM aHrMUCKU. BCUYKuUTE HU
MHCTPYKTOpPU BllapesT CBOOOAHO aHrIMUCKU e3MK.

Y4yeOHun Matepuanun (Student Guides):

YyebHUTEe mMaTepuanum ca [OCTLMNHU B eNIeKTPOHEeH
dopmat. Morat pma ce non3Bat online/offline Ha
BCAKO YCTPOMCTBO. [lOXMBOTEH HOCTHI.

JlabopaTtopHa cpepa (Lab
Environment):
(]

Bceku KypcucTt pasnonara cbC cobcrBeHa na® cpepa,
KbAeTO Ce MnpoBexpaT YnpaXHeHuATa, 4YacT OT Kypca.
He e Heobxopumo pa uHcTanupate copTyep Ha KOMNOTHP
WM cneuManHu U3UCKBAHUA 3a Xxappyep.
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YYyacTHUUUTE B NpUCBCTBEH ¢popmaTt B Y4yeOHuUA Hu
LeHTbP pa3nonarat C MHOUBUAYyAJIeH KOMMNWTLP MO Bpeme
Ha oOyyeHuerTo.

Cnep 3aBbpwBaHe nony4vyaBaTte (At
Course Completion):
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IoXxMBOTEeH poOCTbN OO0 BUAeo dpPpXUB C 3a4dlUC Ha BCHKa
oTAeJIHa NneKuus.

OdpuumaneH MexgpyHapogHO npu3HaAT cepTuPukaTt 3a
3aBbplleH Kypc Ha obyuyeHue.

MpopbnxutenHoct (Course Duration):
(=]

=5 paboTHM OHM (NoHepenHuK — neTbk 09:00 — 17:00)

nnu

=40 yy.4y. obyyeHue (Teopus U nNpakKTuKa) B U3BbHpPaOOTHO
BpeMe C MPOAbLJIXMTENIHOCT 1 ceaMuuM

» cbboTa M Hepens 10:00 — 14:00, 14:00 — 18:00, 18:00 —
22:00

= MOHefesiHUK u cpaga 19:00 — 23:00

* BTOPHUK M 4eTBbPTbK 19:00 — 23:00
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NMnawaHe
[x]

3afBKa 3a u3naBaHe Ha ¢akTypa ce npueMa KbM MOMEHTaA Ha
3aMMcBaHeTO Ha CbOTBETHUA KypcC.

OakTypa Cce u3paBa B paMKWTe Ha 7/ OHW OT NOTBbpXOaBaHe Ha
niawaHeTo.

lpepcTtoswm KypcoBe

[tribe events list category="cpent”]
3a nose4ye uHbopMauus u3nonspanmTte dopMaTa 3a KOHTAKT.

lle ce cBbpxeM Cc Bac 3a noTBbpxmaBaHe Ha faTuTe.
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