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EDU-214: Palo Alto Networks:

Improving Security Posture
and FireWall Hardening

3a Kypca (About this Course):

= Successful completion of this three-day, instructor-led
course will assist the student in being able to manage
and maintain an existing Palo Alto Networks Firewall
protected environment. The student will learn how to
improve non-greenfield environments and will be better
equipped at ensuring configurations match security best
practice. The student will also be able to develop their
own operational strategy to maintain a high level of
compliance.
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Lenun — KakBo we Hayuute (Course
Goals/Skills):

 Determine the efficacy of your current security
policies

 Develop workflows for managing your security
posture

» Identify rule usage across security policy sets

» Modify your existing policy set to implement
Security Best Practices

= Monitor network traffic using the interactive web
interface and firewall reports

= Utilize tools such as the BPA tool to further
understand your environment

KypchbT e npegHa3HayeH 3a
(Audience):
= Security Engineers, Security Administrators, Security

Operations Specialists, Security Analysts, and Support
staff

dopmaT Ha Kypca (Course Format):
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E3nk Ha Kypca (Course Language
Option)
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Moxe pa u3bepete E3MK Ha KOUTO pa ce npoBepe

obyyeHneto — ObArapCckum UAM aHrMUCKU. BCUYKuUTE HU
MHCTPYKTOpPU BllapesT CBOOOAHO aHrIMUCKU e3MK.

Y4yeOHun Matepuanun (Student Guides):

YyebHUTEe mMaTepuanum ca [OCTLMNHU B eNIeKTPOHEeH
dopmat. Morat pma ce non3Bat online/offline Ha
BCAKO YCTPOMCTBO. [lOXMBOTEH HOCTHI.

JlabopaTtopHa cpepa (Lab
Environment):
(]

Bceku KypcucTt pasnonara cbC cobcrBeHa na® cpepa,
KbAeTO Ce MnpoBexpaT YnpaXHeHuATa, 4YacT OT Kypca.
He e Heobxopumo pa uHcTanupate copTyep Ha KOMNOTHP
WM cneuManHu U3UCKBAHUA 3a Xxappyep.
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YYyacTHUUUTE B NpUCBCTBEH ¢popmaTt B Y4yeOHuUA Hu
LeHTbP pa3nonarat C MHOUBUAYyAJIeH KOMMNWTLP MO Bpeme
Ha oOyyeHuerTo.

Cnep 3aBbpwBaHe nony4vyaBaTte (At
Course Completion):
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IoXxMBOTEeH poOCTbN OO0 BUAeo dpPpXUB C 3a4dlUC Ha BCHKa
oTAeJIHa NneKuus.

OdpuumaneH MexgpyHapogHO npu3HaAT cepTuPukaTt 3a
3aBbplleH Kypc Ha obyuyeHue.

MpopbnxutenHoct (Course Duration):
(=]

-2 paboteH peH (09:00 — 17:00)
nnu

=16 y4y.4. obyyeHue (Teopus MU nNpakTukKka) B U3BbHPabOTHO
BpemMe C NPOoAbLJXUTENHOCT 1 cemmuua

» cbboTa u Hepena 10:00 — 14:00, 14:00 — 18:00, 18:00 -
22:00

= NOHeOenHWK u cpapa 19:00 — 23:00

* BTOPHUK M 4eTBbPTbK 19:00 — 23:00
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MnawaHe (Payments):

(x]

3afBKa 3a u3naBaHe Ha ¢akTypa ce npueMa KbM MOMEHTaA Ha
3aMMcBaHeTO Ha CbOTBETHUA KypcC.

OakTypa Cce u3paBa B paMKWTe Ha 7/ OHW OT NOTBbpXOaBaHe Ha
niawaHeTo.

Mpepctosauwmn KypcoBe (Next Class):

(=]
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3a noBeye HWHPopmauusa wu3lnonssante dopmata 3a
KOHTaKT.

lle ce cBbpxeMm c Bac 3a noTBbpXOaBaHe Ha paTuTe.

MMpepnoctaBkn (N3ncKBaHusA) 3a
Yyactue (Prerequisites):

» Complete the Firewall 10.0 Essentials:
Configuration and Management course or have
equivalent experience.

A basic familiarity with routing, switching,
and IP addressing.
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KypcbT noarotBsa 3a ClepHUTe
cepTUuPMKauMoHHU HuBaA

= PCNSE — Palo Alto Networks Certified Network
Security Engineer



