ISO/IEC 27005 Lead Risk
Manager

ISO/IEC 27005 Lead Risk
Manager (PECB)

3a Kypca (About this Course)

= ISO/IEC 27005 Lead Risk Manager training enables
you to acquire the necessary expertise to support
an organization in the risk management process
related to all assets of relevance for Information
Security using the ISO/IEC 27005 standard as a
reference framework. During this training course,
you will gain a comprehensive knowledge of a
process model for designing and developing an
Information Security Risk Management program. The
training will also <contain a thorough
understanding of best practices of risk assessment
methods such as OCTAVE, EBIOS, MEHARI and
harmonized TRA. This training course supports the
implementation process of the ISMS framework
presented in the ISO/IEC 27001 standard.

After mastering all the necessary concepts of
Information Security Risk Management based on
ISO/IEC 27005, you can sit for the exam and apply
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for a “PECB Certified ISO/IEC 27005 Lead Risk
Manager” credential. By holding a PECB Lead Risk
Manager Certificate, you will be able to
demonstrate that you have the practical knowledge
and professional capabilities to support and lead
a team in managing Information Security Risks.

Llenn — KakBo uwe Hayuiute (Course
Goals/Skills):

= Master the concepts, approaches, methods and techniques
that enable an effective risk management process based
on ISO/IEC 27005

 Acknowledge the correlation between Information Security
risk management and security controls

= Learn how to interpret the requirements of ISO/IEC 27001
in Information Security Risk Management

» Acquire the competence and skills to effectively advise
organizations on Information Security Risk Management
best practices

= Acquire the knowledge necessary for the implementation,
management and maintenance of an ongoing risk management
program

dopmaTt Ha Kypca (Course Format):
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E3nk Ha Kypca (Course Language
Option)
[table id=2 /]
Moxe pa u3bepete E3MK Ha KOUTO pa ce npoBepe

obyyeHneto — ObArapCckum UAM aHrMUCKU. BCUYKuUTE HU
MHCTPYKTOpPU BllapesT CBOOOAHO aHrIMUCKU e3MK.

Y4yeOHun Matepuanun (Student Guides):

YyebHUTEe mMaTepuanum ca [OCTLMNHU B eNIeKTPOHEeH
dopmat. Morat pma ce non3Bat online/offline Ha
BCAKO YCTPOMCTBO. [lOXMBOTEH HOCTHI.

JlabopaTtopHa cpepa (Lab
Environment):
(]

Bceku KypcucTt pasnonara cbC cobcrBeHa na® cpepa,
KbAeTO Ce MnpoBexpaT YnpaXHeHuATa, 4YacT OT Kypca.
He e Heobxopumo pa uHcTanupate copTyep Ha KOMNOTHP
WM cneuManHu U3UCKBAHUA 3a Xxappyep.
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YYyacTHUUUTE B NpUCBCTBEH ¢popmaTt B Y4yeOHuUA Hu
LeHTbP pa3nonarat C MHOUBUAYyAJIeH KOMMNWTLP MO Bpeme
Ha oOyyeHuerTo.

Cnep 3aBbpwBaHe nony4vyaBaTte (At
Course Completion):
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IoXxMBOTEeH poOCTbN OO0 BUAeo dpPpXUB C 3a4dlUC Ha BCHKa
oTAeJIHa NneKuus.

OdpuumaneH MexgpyHapogHO npu3HaAT cepTuPukaTt 3a
3aBbplleH Kypc Ha obyuyeHue.

MpopbnxutenHoct (Course Duration):
(=]

=5 paboTHM gHM (09:00 — 17:00)

nnun

=40 yy.4. obyyeHue (Teopus M nNpaKTukKka) B U3BbHPaAOOTHO
Bpeme C NpoAab/IXUTENHOCT 4 ceaMuum

» cbboTa u Hepena 10:00 — 14:00, 14:00 — 18:00, 18:00 -
22:00

* NOHepJenHUK n cpaga 19:00 — 23:00

* BTOPHUK M 4eTBbPTbK 19:00 — 23:00
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NMnawaHe

3asBKka 3a UW3QaBaHe Ha ¢akKTypa Ce npueMa KbM MOMEHTa Ha
3aNnUCBAHETO Ha CbOTBETHUA KypcC.

(DaKTypa ceé n3pgasa B pPaMKUTE Ha 7 OHWU OT NOTBbPXAOAaBAHE Ha
nnalaHeTo.

lpenctosaumn Kypcose
[tribe events list category="pechb”]
3a nose4ye uHbopMauus u3nonspanTte dopMaTa 3a KOHTAKT.

lle ce cBbpxeM Cc Bac 3a noTBbpXOaBaHe Ha paTuTe.
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