Lead Cloud Security Manager

Lead Cloud Security Manager
(PECB)

3a Kypca (About this Course):

= The Lead Cloud Security Manager training course
enables participants to develop the competence
needed to implement and manage a cloud security
program by following widely recognized best
practices.

The growing number of organizations that support
remote work has increased the use of cloud
computing services, which has, in turn, increased
the demand for a secure cloud infrastructure
proportionally.

This training course 1is designed to help
participants acquire the knowledge and skills
needed to support an organization in effectively
planning, implementing, managing, monitoring, and
maintaining a cloud security program based on
ISO/IEC 27017 and ISO/IEC 27018. It provides a
comprehensive elaboration of cloud computing
concepts and principles, cloud computing security
risk management, cloud-specific controls, cloud
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security incident management, and cloud security
testing.

The training course 1s followed by the
certification exam. If you successfully pass it,
you can apply for a “PECB Certified Lead Cloud
Security Manager” credential. A PECB Lead Cloud
Security Manager Certificate demonstrates your
ability and competencies to manage a cloud
security program based on best practices.

Llenn — KakBo uwe Hayuute (Course
Goals/Skills):

» Gain a comprehensive understanding of the concepts,
approaches, methods, and techniques used for the
implementation and effective management of a cloud
security program

= Acknowledge the correlation between ISO/IEC 27017,
ISO/IEC 27018, and other standards and regulatory
frameworks

 Gain the ability to interpret the guidelines of ISO/IEC
27017 and ISO/IEC 27018 in the specific context of an
organization

» Develop the necessary knowledge and competence to
support an organization 1in effectively planning,
implementing, managing, monitoring, and maintaining a
cloud security program

Acquire the practical knowledge to advise an
organization in managing a cloud security program by
following best practices



dopmaTt Ha kKypca (Course Format):
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E3uk Ha Kypca (Course Language
Option)
[table id=2 /]

Moxe pa u3bepete E3MK Ha KOWTO pfa ce nposepe
obyyeHneto — OBbArapCKu UAM aHrNUUCKU. BCUYKUTE HU
MHCTPYKTOPU BnapesaT CBOOOAHO AHrIMUCKMU e3UuK.

YyebHun Matepumanu (Student Guides):

YyebHuTe MaTepumanu ca [OCTBMNHU B eNeKTPOHeH
dopmat. Morat pma ce non3Bat online/offline Ha
BCAKO YCTpoOMcTBO. JloXMBOTEH AOCTHN.
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JlabopatopHa cpepa (Lab
Environment):

=]

Bcekn KypcucTt pasnonara cbC cobcrBeHa na® cpepa,
KbAeTo ce npoBexpaT YNpaXHeHuATa, YacT OT Kypca.
He e Heobxopgumo pa uHCTanupate copTyep Ha KOMNOTHLP
WU cneuManHu U3UCKBAHUA 3a Xxappyep.

YYyacTHUUMTE B NpPUCBCTBEH ¢opmaT B Y4eOHUA HM
LeHTBbP pa3nojlarat C UHAMBUAYaAJieH KOMNWOTBLP NO Bpeme
Ha oby4yeHuero.

Cnep 3aBbpuwBaHe nonyyaBaTte (At
Course Completion):
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IOXMBOTEH pOCTbLN OO BUOEO apXuB C 3anNuCc Ha BCsKa
oTAeJiHa JNeKuus.

OpumumaneH mMexpyHapopgHO npuU3HaAT cepTudukat 3a
3aBbpeH Kypc Ha obyuvyeHue.

MpopbnxutenHoct (Course Duration):
g

=5 paboTHM gHM (09:00 — 17:00)

nnun
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=40 y4y.4. obyuyeHue (Teopus M npakKTuKka) B U3BBHPAOOTHO
BpemMe C MPOAbLJXUTENIHOCT 4 ceaMuuu

= cbboTa u Hependa 10:00 — 14:00, 14:00 — 18:00, 18:00 —
22:00

* MOHefeNnHUK n cpapga 19:00 — 23:00

= BTOPHUK M 4eTBbPTbLK 19:00 — 23:00

NMnawaHe

3asBKka 3a W3QaBaHe Ha ¢akTypa ce npuMeMa KbM MOMEHTa Ha
3anNMcBaHeTO Ha CbOTBETHUA KypC.

OakTypa Ce wn3naBa B pPaMKUTe Ha 7/ OHU OT NOTBbPXAAaBaHe Ha
njawaHeTo.

lpepctosum Kypcose
[tribe events list category="pecb”]
3a nose4ye uHbopMauuMs u3nonspanmte dopMaTa 3a KOHTAKT.

lle ce cBbpxeM C Bac 3a noTBbpXOgaBaHe Ha OaTuTe.
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