Lead Ethical Hacker

Lead Ethical Hacker (PECB)

3a Kypca (About this Course):

= As the impact of security incidents in small and
large organizations has increased significantly,
so has the demand for ethical hacking. Ethical
hacking is one of the most effective tools of
safequarding assets and protecting people and
information. Ethical hacking certification 1is
slowly becoming a standard requirement for
professionals who want to work in the field of
information security.

A PECB Certified Lead Ethical Hacker certification
will help you demonstrate your ability to lawfully
assess the security of systems and discover their
vulnerabilities. The training course provides
information on the latest ethical hacking methods
and tools. It also provides a methodology for
conducting penetration tests in accordance with
standards and best practices, such as the
Penetration Testing Execution Standard (PTES) and
the Open Source Security Testing Methodology
(OSSTMM) .

Understanding hackers’ strategies helps solve


https://www.it-training.bg/courses/lead-ethical-hacker/
https://www.it-training.pro/wp-content/uploads/2021/11/pecb-new-logo.png

security issues and challenges. After attending
the training course, you will be able to plan,
manage, and perform information security
penetration tests.

The PECB Certified Lead Ethical Hacker training
course is based on the concept of practicing what
you learned. It includes lab sessions and
practical examples to help you apply the theory
into practice.

The training course is followed by an exam. If you
pass, you can apply for a “PECB Certified Lead
Ethical Hacker” credential. For more information
about the examination process, please refer to the
Examination, Certification, and General
Information section below.

Lenn — KakBo we Hayuiute (Course
Goals/Skills):

= Master the concepts, methods, and techniques used by
cybersecurity organizations and ethical hackers to
conduct penetration tests

= Acknowledge the correlation between penetration testing
methodologies, regulatory frameworks, and standards

= Acquire a comprehensive knowledge of the components and
operations of ethical hacking




dopmaT Ha Kypca (Course Format):
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E3nk Ha Kypca (Course Language
Option)
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Moxe pa u3bepetre E3MK Ha KOWTO pma ce nposepe
oby4yeHneTo — OBbArapCcKu MAM aHrNUUCKU. BCuYKUTE HU
MHCTPYKTOPU BNlapesT CBOOOAHO aHrNIMUCKKU e3MK.

Y4yeOHun Matepuanu (Student Guides):

YyebHUTEe mMaTepuanum ca [OCTLNHU B eNleKTPOHEeH
dopmat. Morat pma ce non3Bat online/offline Ha
BCAKO YCTpoNCcTBO. [loXMBOTEH QOCTHI.

JlabopaTtopHa cpepa (Lab
Environment):
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Bceku KypcucT pa3nonara cbc cobcrBeHa nab cpepa,
KbAEeTO ce MNpoBexpaT ynpaxXHeHUATa, 4YacT OT Kypca.
He e Heob6xogumo pa uHCcTanupaTe codTyep Ha KOMNWOTDLP
WIM cneunanHn U3UCKBaHUA 3a Xappyep.

Y4yacTHUUMTE B NpPUCHBCTBEH ¢opmaT B Y4eOHUA HHM
LeHTBbP pa3nojlarat C UHAMBUAYaAJieH KOMNWOTBLP NO Bpeme
Ha oOyyeHuerTo.

Cnep 3aBbpwBaHe nony4dyaBaTte (At
Course Completion):
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IoOXMBOTEH OOCTHN OO BUOEO apXuB C 3anNuCc Ha BCsKa
OoTAeJIHa NneKuus.

OpumumaneH mMexpyHapopgHoO npu3HaT cepTuPukat 3a
3aBbplleH Kypc Ha obyuyeHue.

MpopbnxutenHoct (Course Duration):
g

=5 paboTHM gHn (09:00 — 17:00)
unu

=40 y4y.4. obyyeHue (Teopus M npakKTukKka) B U3BBHpPAOOTHO
BpemMe C MPOABLJXUTESNIHOCT 2 ceaMuLu

» cbboTa u Hependa 10:00 — 14:00, 14:00 — 18:00, 18:00 —
22:00
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* MOHeOenHWK u cpapa 19:00 — 23:00
* BTOPHUK M 4eTBbpPTbK 19:00 — 23:00

NnawaHe

3afdBKa 3a u3naBaHe Ha (akTypa ce npueMa KbM MOMEHTA Ha
3aNUCcBaHETO Ha CbOTBETHUS KypC.

OakTypa Cce u3paBa B paMKWUTe Ha 7/ OHW OT NOTBbpPXOAaBaHe Ha
niawaHeTo.

lpepctoaun KypcoBe
[tribe events list category="pecb”]
3a nose4ye uHbopMauus u3nonspanTte dopMaTa 3a KOHTAKT.

lle ce cBbp¥xeM Cc Bac 3a noTBbpxmaBaHe Ha paTuTe.
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