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CbC CepTUuPUUUpaHn UHCTPYKTOpMU3a
npoeBexpaHe Ha O¢uumanen Kypc. JloBeperte
ce Ha onuta Hu!

3a Kypca (About this Course):

=The Linux Professional Institute DevOps Tools
Engineer sets you apart by demonstrating that you are
skilled in working with tools that help to increase IT
process efficiency and enable product innovation.
Whether your focus is on system administration or
software development, this certification proves that you
have skills that are in high demand — in every industry.

Lenu — KakBo we Hayuute (Course
Goals/Skills):

» OpenStack Swift

= OpenStack Trove

= OpenStack Zaqar

= CloudFoundry

= OpenShift

 Features and concepts of object storage

= Features and concepts of relational and NoSQL databases

» Features and concepts of message brokers and message
queues

= Features and concepts of big data services



= Features and concepts of application runtimes / PaaS

 Features and concepts of content delivery networks

= Understand Git concepts and repository structure

 Manage files within a Git repository

= Manage branches and tags

=Work with remote repositories and branches as well as
submodules

 Merge files and branches

- Awareness of SVN and CVS, including concepts of
centralized and distributed SCM solutions

= git

 Understand the concepts of Continuous Integration and
Continuous Delivery

» Understand the components of a CI/CD pipeline, including
builds, unit, integration and acceptance tests, artifact
management, delivery and deployment

= Understand deployment best practices

 Understand the architecture and features of Jenkins,
including Jenkins Plugins, Jenkins API, notifications
and distributed builds

» Define and run jobs in Jenkins, including parameter
handling

 Fingerprinting, artifacts and artifact repositories

 Understand how Jenkins models continuous delivery
pipelines and implement a declarative continuous
delivery pipeline in Jenkins

» Awareness of possible authentication and authorization
models

» Understanding of the Pipeline Plugin

= Understand the features of important Jenkins modules
such as Copy Artifact Plugin, Fingerprint Plugin, Docker
Pipeline, Docker Build and Publish plugin, Git Plugin,
Credentials Plugin

= Awareness of Artifactory and Nexus

= Step, Node, Stage

= Jenkins SDL

= Jenkinsfile



Declarative Pipeline

Blue-green and canary deployment

Understand the Docker architecture

Use existing Docker images from a Docker registry

Create Dockerfiles and build images from Dockerfiles
Upload images to a Docker registry

Operate and access Docker containers

Connect container to Docker networks

Use Docker volumes for shared and persistent container
storage

Use Docker Machine to setup a Docker host

Understand Docker networking concepts, including overlay
networks

Create and manage Docker networks

Understand Docker storage concepts

Create and manage Docker volumes

Awareness of Flocker and flannel

Understand the concepts of service discovery

Basic feature knowledge of CoreOS Container Linux, rkt
and etcd

Understand security risks of container virtualization
and container images and how to mitigate them
Understanding the features and concepts of cloud-init,
including user-data and initializing and configuring
cloud-init

Use cloud-init to create, resize and mount file systems,
configure user accounts, including login credentials
such as SSH keys and install software packages from the
distribution’s repository

Understand the features and implications of IaaS clouds
and virtualization for a computing instance, such as
snapshotting, pausing, cloning and resource limits.
Understand the principles of automated system
configuration and software installation

Create and maintain inventory files

Understand how Ansible interacts with remote systems
Manage SSH login credentials for Ansible, including



using unprivileged login accounts

Create, maintain and run Ansible playbooks, including
tasks, handlers, conditionals, loops and registers

Set and use variables

Maintain secrets using Ansible vaults

Write Jinja2 templates, including using common filters,
loops and conditionals

Understand and use Ansible roles and install Ansible
roles from Ansible Galaxy

Understand and use important Ansible tasks, including
file, copy, template, ini file, lineinfile, patch,
replace, user, group, command, shell, service, systemd,
cron, apt, debconf, yum, git, and debug

Awareness of dynamic inventory

Awareness of Ansibles features for non-Linux systems
Awareness of Ansible containers

Manifest, Class, Recipe, Cookbook

puppet

chef

chef-solo

chef-client

chef-server-ctl

knife

Prometheus, Node exporter, Pushgateway, Altermanager,
Grafana

Service exploits, brute force attacks, and denial of
service attacks

Security updates, packet filtering and application
gateways

Virtualization hosts, DNS and load balancers

Understand how application and system logging works
Understand the architecture and functionality of
Logstash, including the lifecycle of a log message and
Logstash plugins

Understand the architecture and functionality of
Elasticsearch and Kibana in the context of log data
management (Elastic Stack)



= Configure Logstash to collect, normalize, transform and
store log data

= Configure syslog and Filebeat to send log data to
Logstash

= Configure Logstash to send email alerts

= Understand application support for log management

KypCcbT e npegHa3HayeH 3a
(Audience):

= Linux Engineers

= Linux SysAdmins

» Linux Professionals

= Junior DevOps Engineers

dopmaT Ha Kypca (Course Format):
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E3nk Ha Kypca (Course Language
Option)
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Moxe pa u3bepetre E3MK Ha KOUTO pa ce
npoBepe oOy4yeHunetro — OBArapcKu UK



AQHTIMUCKU. BCUYKUTE HU MUHCTPYKTOpMU
BlageaAT CBOOOOHO AQHINJIMMCKM e3UK.

Y4yebHu Matepuanun (Student Guides):

YyeOHUTEe MaTepuanun ca [OCTbNHU B eNIeKTPOHEeH
dopmat. Morat pma ce non3Bat online/offline Ha
BCAKO YCTpPOMCTBO. [loOXMBOTEH HOCTHI.

JlabopaTtopHa cpepa (Lab
Environment):

(]

Bcekun Kypcuct pasnonara cbCc cobcrBeHa nab cpepa,
KbAeTo ce npoBexpaT yhnpaXHeHUsATa, 4YacT OT Kypca.
He e Heobxopumo pa MHCTanupate codTtyep Ha KOMMHOTHP
WM cneuvanHun U3UCKBaAHUA 3a Xappyep.

YyacTHUUMTE B MNpPUCHBCTBEH ¢opmaT B Y4eOHUA HM
LEeHTbp pa3nojlarat C UHAMBUAYaAJieH KOMNOTBLP NO Bpeme
Ha oOyyeHuerTo.
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Cnep 3aBbpuwBaHe nonyyvyaBaTte (At
Course Completion):

[table 1d=3 /]

IoXuBOTEH OOCTbLN OO BUOEO apxXuB C 3anuCc Ha BCsKa
oTAeJilHa JNeKuus.

OpumumaneH mMexpyHapopHO npu3HaAT cepTudukat 3a
3aBbplleH Kypc Ha obyuyeHue.

MpopbnxutenHoct (Course Duration):
g

=40 y4y.4. obyyeHue (Teopus M nNpakTUKa) B M3BBHPAOGOTHO
BpeMe C MPOABLIXUTENHOCT 4 cCeaMULM.

- cbOoTa U Hepena 10:00 — 14:00, 14:00 — 18:00,
18:00 — 22:00

- MIOHegenHukK u cpsaga 19:00 — 23:00

- BTOPHUK M 4eTBbLPTHLK 19:00 — 23:00

NMnawaHe
[x]

3asBKa 3a M3QaBaHe Ha ¢akKTypa Ce npuMeMa KbM MOMEHTa Ha
3aNMCBAHETO Ha CbOTBETHUA KypcC.
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OakTypa Cce u3gaBa B paMKUTe Ha 7/ [OHM OT NOTBbPXOAaBaHe Ha
nnawaHeTo.

Mpenctoaumn KypcoBe (Next Class):
]
[tribe events list category="1lpic-specialist”]
3a noBeye MHPoOpMauMs M3non3BanmTe ¢opMaTa 3a KOHTAKT.

lle ce cBbpxeM Cc Bac 3a noTBbpXxmaBaHe Ha paTuTe.

MMpepnoctaBkn (N3ncKkBaHusa) 3a
Yyactue (Prerequisites):

* [lo3HaHua no JInHyKC cuUCTeMHa agMUHUCTpauug

» 3HaHUATa WM nNpegnocTaBKMTe MoraT fa ce yCBOAT Han —
nobpe <cneg nocewaBaHe Ha KypcoBeTe 3a
cepTu¢mkKaumoHHo Hueo LPIC-1

* [l[peMnHaTt Kypc LPIC-1 101-500 u LPIC-1 102-500
(CMnHO nNpenopbYUTENHO € pa pa3snonarate C
MOCOYEHMUTE 3HaAHWA W OMUT, HO He e 3afb/IXMTesNnHo fa
cTe 6unn Ha Kypc)

KypcbT nogrorBs 3a cnepgHuTte
cepTUuPUKauMOHHU HMUBA
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- MoXe pga ce ceprtupuumpaTte B Hawud TeCT LEHTbP C Bayyep C

OTCTbMKa OT LleéHaTa Ha WU3MNUT.
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