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3a Kypca (About this Course):

» 2 Days
» Instructor-led training
* Intermediate
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 English

Learn how to protect information in your Microsoft
365 deployment. This course focuses on data
governance and information protection within your
organization. The course covers implementation of
data loss prevention policies, sensitive
information types, sensitivity labels, data
retention policies and Office 365 message
encryption among other related topics. The course
helps 1learners prepare for the Microsoft
Information Protection Administrator exam
(SC-400).

Llenn — KakBo uwe Hayuute (Course
Goals/Skills Gained):

 Explain and use sensitivity labels.

= Configure Data Loss Prevention policies.

= Secure messages in Office 365.

 Describe the information governance configuration
process.

» Define key terms associated with Microsoft’s information
protection and governance solutions.

= Explain the Content explorer and Activity explorer.

» Describe how to use sensitive information types and
trainable classifiers.

= Review and analyze DLP reports.

» Identify and mitigate DLP policy violations.

» Describe the integration of DLP with Microsoft Cloud App
Security (MCAS).

= Deploy Endpoint DLP

= Describe records management

 Configure event driven retention



= Import a file plan

 Configure retention policies and labels
= Create custom keyword dictionaries

» Implement document fingerprinting

KypCcbT e npegHa3Ha4yeH 3a
(Audience):

= The Information Protection Administrator plans and
implements controls that meet organizational compliance
needs. This person 1is responsible for translating
requirements and compliance controls into technical
implementation. They assist organizational control
owners to become and stay compliant. They work with
information technology (IT) personnel, business
application owners, human resources, and legal
stakeholders to implement technology that supports
policies and controls necessary to sufficiently address
regulatory requirements for their organization. They
also work with the compliance and security leadership
such as a Chief Compliance Officer and Security Officer
to evaluate the full breadth of associated enterprise
risk and partner to develop those policies. This person
defines applicable requirements and tests IT processes
and operations against those policies and controls. They
are responsible for creating policies and rules for
content classification, data 1loss prevention,
governance, and protection.

Job role: Administrator, Information Protection
Administrator, Risk Practitioner, Security Engineer



dopMaT Ha Kypca
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MpucbctBeH Kypc
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OHNauH (Live)
OtpaneyeH

E3MK Ha Kypca: O6bnrapckuM (aHrNMWCKUM € HaluyeH KaTo onuus)

YyebHu Metepmanu: B enekKTpoHeH ¢opmaTt (YuebHuTe MaTepuanu ca
Ha a@HrNIMACKK), BKJIYEHM B LEHaTa C HeorpaHuM4yeH OOCTbM.

JlabopaTtopHa cpepa: BCEKW KYpCUMCT pa3nonara cbC cobcTBeHa nab
cpena, KbOoeTo Ce npoBexpgaT ynpaXHeHusTa, 4YacT OT Kypca.
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3aBbpueH Kypc
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lpoAbLNXUTENHOCT

=2 paboTHM gHM (09:00 — 17:00)

nnu

=16 y4y.4. obyyeHue (Teopus MU nNpakKTuKka) B U3BbHpPaAOOTHO
BpeMe C MPOAbJIXMTENIHOCT 2 ceaMULM

» cbboTa u Hepena 10:00 — 14:00, 14:00 — 18:00, 18:00 -
22:00

* MOHefesiHMK u cpaga 19:00 — 23:00

* BTOPHUK M 4eTBbpPTbK 19:00 — 23:00

NnawaHe
(]

3asBka 3a M3QaBaHe Ha ¢akTypa Cce npuMeMa KbM MOMEHTa Ha
3anMcBaHeTO Ha CbOTBETHUA KypC.

OakTypa Cce u3paBa B paMKWTe Ha 7/ OHW OT NOTBbpPpXOaBaHe Ha
niawaHeTo.

lpenctosum Kypcose
[tribe events list category="azure”]
3a nosevye uHPopMauusa u3nonspanTe dopMaTa 3a KOHTAKT.

lle ce cBbpxeM C Bac 3a noTBbpXOgaBaHe Ha OaTuTe.
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NMpepnoctaBkun (MN3uckBaHuA) 3a
Yyactue (Prerequisites):

 Foundational knowledge of
Microsoft security and
compliance technologies.

» Basic knowledge of information
protection concepts.

 Understanding of cloud computing
concepts.

= Understanding of Microsoft 365
products and services.

KypcbT noarotBs 3a ClnepHUTe
cepTUPMKauMoOHHU HUBA

-.SC-400: Microsoft Information
Protection Administrator

- Moxe pa ce cepTuduuMpaTe B HaWwUd TeCT LEHTbP C Bay4yep C

OTCTbMNKA OT LI€EHATa HAa WU3MUT.
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